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Background

This document is the response of the ICANN Business Constituency (BC), from the perspective of business users and registrants, as defined in our Charter:
	The mission of the Business Constituency is to ensure that ICANN policy positions are 	consistent with the development of an Internet that:
	1. Promotes end-user confidence because it is a safe place to conduct business;
	2. Is competitive in the supply of registry and registrar and related services; and
	3. Is technically stable, secure and reliable.
The BC is joined in this comment by the Intellectual Property Constituency (IPC), which is charged with the responsibility of advising the ICANN Board on policy issues relating to the management of the domain name system, and which represents the views and interests of owners of intellectual property worldwide, with a particular emphasis on trademark, copyright, and related intellectual property rights and their effect and interaction with the DNS.  The IPC works to ensure that these views, including minority views, are reflected in the recommendations made by the GNSO Council to the ICANN Board.
General Comment on EPDP Phase 2A Policy Recommendations for ICANN Board Consideration[footnoteRef:1] [1:  ICANN Public comment page at https://www.icann.org/en/public-comment/proceeding/epdp-phase-2a-policy-recommendations-for-icann-board-consideration-23-11-2021 ] 

The BC and IPC extend their appreciation to the members of the EPDP Phase 2A team for examining the important issues requested of it by the GNSO Council[footnoteRef:2], namely: [2:  https://gnso.icann.org/sites/default/files/file/field-file-attach/epdp-2-priority-2-items-10sep20-en.pdf ] 


· Whether any updates are required to the EPDP Phase 1 recommendation on this topic (“Registrars and Registry Operators are permitted to differentiate between registrations of legal and natural persons, but are not obligated to do so”).
· What guidance, if any, can be provided to registrars and/or registries who differentiate between registrations of legal and natural persons.
· Whether or not unique contacts to have a uniform anonymized email address is feasible, and if feasible, whether it should be a requirement.
· If feasible, but not a requirement, what guidance, if any, can be provided to contracted parties who may want to implement uniform anonymized email addresses.

As previously stated in the BC’s and IPC’s Minority Statements on the EPDP Phase 2A Final Report, the BC and IPC are ardent supporters of privacy rights and the protective intent of the GDPR.  However, in the context of the EPDP team’s work -- a team that was explicitly directed to “preserve the WHOIS database to the greatest extent possible” while complying with privacy law -- the resulting policy exceeds what is necessary to protect the data of natural persons.  As it has previously stated, the BC and IPC strongly believe that optional differentiation of legal vs. natural persons is inadequate and that ICANN policy must require such differentiation to ensure the security and stability of the global DNS.  The EPDP Phase 2A recommendations, by not requiring a mandatory distinction between the data of legal vs. natural persons, results in a significant number of registration records being redacted or otherwise unavailable, which substantially inhibits online anti-abuse efforts.  Further, the EPDP Phase 2A recommendation declining to require a unique anonymized email address for unique contacts significantly inhibits anti-abuse efforts again through an overly conservative approach that far exceeds what is necessary to comply with applicable law.   

Thus, while the EPDP Phase 2A Chair designated the Phase 2A recommendations as supported by “consensus”, the BC and IPC restate that they do not support the Phase 2A outcomes, do not support a “consensus” designation, consider the recommendations as mostly unenforceable non-policy, object to the GNSO Council’s approval of these outcomes, and implore the Board to reject these non-consensus outcomes that do not serve the mission of ICANN in preserving the security, stability, and resiliency of the DNS and which go well beyond the need of ICANN and contracted parties to comply with applicable law.

Specific BC and IPC Comments on Final Recommendations

Recommendation 1: Natural v. Legal Person Data Field     

The BC and IPC oppose Recommendation 1.  The EPDP Phase 2A team was unable to reach consensus on recommending changes to Phase 1 Recommendation #17.1, which makes it optional for contracted parties to differentiate between data of legal vs. natural persons for purposes of the registration data directory service (RDDS).  While the Phase 2A Final Report recommends that a field or fields must be created to facilitate differentiation between legal and natural person registration data and/or indicate if that registration data contains personal or non-personal data, contracted parties remain free not to differentiate and further not to even use this field, and thus the creation of this field will be irrelevant.  As stated in the BC and IPC Minority Statements, the failure to require use of this technical mechanism will result in an inconsistent and unreliable RDDS, and is a missed opportunity to reduce the number of requests for non-personal data which has been unnecessarily redacted, such as the contact data for unaffiliated privacy/proxy services. Again, this outcome falls well short of the needs of those involved in the investigation of DNS abuse, cybercrime activity, intellectual property violations, and other activity that threatens the welfare of Internet users.

Recommendation 2: Differentiation Guidance

The BC and IPC oppose Recommendation 2.  This recommendation provides voluntary “guidance” and not binding policy, which is not consistent with the mandate of a GNSO EPDP and is therefore procedurally deficient as outlined in more detail in the BC’s and IPC’s Minority Statement.  The differentiation process outlined in this recommendation should be required as part of mandatory differentiation by contracted parties between natural and legal person data.  As the text of the Final Report itself states, “The GDPR does not cover the processing of personal data which concerns legal persons and in particular undertakings established as legal persons, including the name and the form of the legal person and the contact details of the legal person.” And yet, contracted parties are not required to differentiate and thereby publish such legal person data, despite the purported goal of the EPDP to preserve the RDDS to the greatest extent possible while complying with privacy law.  The guidance in this recommendation provides a legally sound process for achieving this goal and should be made mandatory for all contracted parties, rather than left as non-binding voluntary guidance that contracted parties are free to (and therefore will) ignore.

 Recommendation 3: Code of Conduct

The BC and IPC oppose Recommendation 3.  As discussed in the BC’s and IPC’s Minority Statements, this recommendation does not define any enforceable obligations on the part of any specific party.  Recommending that work on a Code of Conduct be “considered” by “any possible future work within ICANN” is vague and unenforceable, and it leaves unaddressed community priorities that deserve due attention.  The BC and IPC would support a recommendation mandating a multi-stakeholder, open and transparent process to establish a Code of Conduct on the issue of differentiating between natural v. legal persons for purposes of RDDS and/or a more holistic Code of Conduct covering various RDDS policy issues that have been the subject of the EPDP.  

Recommendation 4: Unique Anonymized Email Address

The BC and IPC oppose Recommendation 4.  The EPDP Phase 2A team recognized that it is technically feasible to have a registrant-based email contact (i.e. a unique anonymized email address, i.e. a pseudonymized email address), but failed to mandate such a contact on the basis of certain risks and concerns identified by some stakeholders.  While the BC and IPC acknowledge that this approach carries a slightly higher risk profile than a registration-based or fully anonymized email address or web form (the current requirement under the EPDP Phase 1 policy), the benefits to anti-abuse efforts far outweigh these additional risks and the BC and IPC believe such an approach would still comply with privacy law.  The non-binding guidance in Recommendation 4 bears out this balance of risks and benefits.  Thus, the BC and IPC continue to believe that a registrant-based pseudonymous email address should be required to facilitate the investigation of DNS abuse by enabling contactability and cross-referencing of registrations by registrants.  

Concluding BC and IPC Recommendation

For the reasons outlined above and in the BC’s and IPC’s Minority Statements on the EPDP Phase 2A Final Report (as well as the Minority Statements of other stakeholders including the At-Large Advisory Committee, the Governmental Advisory Committee, and the Security and Stability Advisory Committee), the BC and IPC strongly appeal to the ICANN Board to reject the EPDP Phase 2A outcomes and remand these issues back to the EPDP for additional work.  

 
